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Disclaimer

This presentation is furnished to you solely in your capacity as a The products and services described in this document may be subject to
customer of Visa and[/or] a participant in the Visa payments system. further development and launch dates for specific features are indicative
By accepting this presentation, you acknowledge that the information only. Visa reserves the right to revise this document accordingly.
contained herein (the Al nformationodod) is confidential and subject to the
confidentiality restrictions cont ai ne dAsianewYeguwamry sam&uork ia an ewliving[edosystem, thret h e r
confidentiality agreements, which limit your use of the Information. requirements for SCA still need to be refined for some use cases.
This document represents Visads evolving
You agree to keep the Information confidential and not to use the be taken as a definitive position or considered as legal advice, and it
Information for any purpose other than in your capacity as a customer i's subject to change in |Iight of competen
of Visa or as a participant in the Visa payments system. The Information clarifications. Visa reserves the right to revise this document pending
may only be disseminated within your organisation on a heed-to-know further regulatory developments. We encourage clients to contact Visa
basis to enable your participation in the Visa payments system. Please if they experience challenges due to conflicting guidance from local
be advised that the Information may constitute material non-public regulators. Where it makes sense, Visa will proactively engage with
information under U.S. federal securities laws and that purchasing or regulators to try and resolve such issues.
selling securities of Visa Inc. while being aware of material non-public
information would constitute a violation of applicable U.S. federal This guide is also not intended to ensure or guarantee compliance
securities laws. with regulatory requirements. Payment Service Providers are responsible
for their own compliance with SCA requirements, and are encouraged
Case studies, comparisons, statistics, research and recommendations to seek the advice of a competent professional where such advice
are provided AAS | S0 and intended for isnmnduiced mati onal purposes only and

should not be relied upon for operational, marketing, legal, technical, tax,
financial or other advice.
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Hello

Webve created this guidebook to help your business
prepare for the Europe-wide rollout of Strong
Customer Authentication (SCA).

SCA will benefit everyone who makes and accepts
Visa payments. It will mean a reduced risk of fraud
and improved security. This will be good for
businesses (like yours) and good for customers.

This guidebook contains advice and communications
to help your business and staff prepare for the
changes and why it is important to contact your
Payment Service Provider (PSP).

It also contains materials to help you raise awareness
of the changes on your website and in-store to
customers.

LB

This material is not legal or other professional advice. Payment Service Providers are responsible for their own compliance with PSD2 requirements
and their own customer communications. This material must be read together with slide 2.
This guidebook was published in September 2019.
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This guidebook was published in September 2019.
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1.1 SCA In a nutshell

The European Union is introducing new security measures As part of the changes, banks will receive more data to make

called Strong Customer Authentication (SCA), which may informed decisions about whether two-factor authentication is

change the way customers pay online and offline/in-store needed.

making a contactless payment with their Visa. Visads SCA solutions use the | atest

risk faster to create a more frictionless payment experience.
It will affect all businesses based or serving customers in the
European Economic Area (EEA) which accept credit or debit The increased levels of security and control will directly benefit
card payments. customers by increasing their trust and confidence while
shopping online or in-store.
These laws introduce security measures called two-factor

authentication to help keep customers even safer when making Visa is working closely with participating Issuers and your PSP
payments transactions including those made online and via to help protect customers against unauthorised use of their card
contactless. This is an industry-wide change. when they shop online or offline.

This material is not legal or other professional advice. Payment Service Providers are responsible for their own compliance with PSD2 requirements
and their own customer communications. This material must be read together with slide 2.
This guidebook was published in September 2019.

1. Learn about SCA | a 6



1.2 Two-factor authentication

Following the implementation of SCA, your customers may have to confirm who they are by taking an additional security step when paying with
their Visa. This is called two-factor authentication, which means they may have to provide information from at least two of the three categories
below. What they willhavet o provi de wi | | depend on their bankbés requirements.

O

Something you Something you Something you
such as a password or PIN such as a mobile phone, card reader such as iris scans, facial
or other device recognition or a fingerprint

Your PSP can tell you what you need to do get ready, and about the implementation timelines. These are currently being considered by some local
regulators. Your PSP may also have information on the changes on their website.

This material is not legal or other professional advice. Payment Service Providers are responsible for their own compliance with PSD2 requirements
and their own customer communications. This material must be read together with slide 2.
This guidebook was published in September 2019.
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1.3 The potential impact of SCA for your business

SCA will offer an opportunity

to you and your customers by making
payments even safer and offering even
more protection against the risk

of fraud.

If your business is prepared for SCA,
you can offer your customers a quick
and easy Visa payment experience and
ensure you benefit from the upcoming
improvements.

[1] Visa UK Authentication Steering Group; Feb 19.
[2] The impact of SCA, 451 Research; May 19.
[3] The impact of SCA, 451 Research; May 19.

What SCA could mean for your business:

Customer authenticationis comingi According to Visads UK 1| ssu

Issuers expect to request customer authentication on more transactions.?!

Be prepared for SCA 1 Arecent research study found that only 15% of businesses feel
0extremely preparedd for SCA, and only 240%

Keep your customer experience seamless to keep them coming back 1
52% of customers who abandon their carts will purchase from alternative businesses
with better payment flows.3

Contact your PSP to discuss the improvements that need to be made to build the new
authentication process into your Visa payment journey. This will ensure your continued
business success and help you stand out from your competitors.

This material is not legal or other professional advice. Payment Service Providers are responsible for their own compliance with PSD2 requirements
and their own customer communications. This material must be read together with slide 2.

This guidebook was published in September 2019.
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1.4 What you need to consider about SCA

Keep your business moving i To continue to accept online and A seamless customer experience i By understanding SCA
contactless Visa payments quickly and easily once SCA has been you can ensure your customers receive a smooth payment
introduced. journey and continue to shop with you.

You and your PSP can discuss any improvements such as enrolling
for 3DS, making the most of the exemptions or upgrading your Point-

ofSal e terminal. By doing so, you c anToopke suneiysuebugimessris readysfdr 8Cde r s 0
payment experience and make the most of the opportunities SCA contact your PSP today.

offers.

Vi sads commitment to | mpriolohelpguawar eness of SCA

speak to your staff about the upcoming SCA improvements and their
benefits, wedve attached various communications in this guidebook.

This material is not legal or other professional advice. Payment Service Providers are responsible for their own compliance with PSD2 requirements . S
and their own customer communications. This material must be read together with slide 2. 2. Preparing for SCA | & 9
This guidebook was published in September 2019.



2. SCA Customer experience
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